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•
Perm

issive Licenses
•

Licensee can use, copy, m
odify and distribute the softw

are.
•

Licensee is allow
ed to com

bine the source w
ith open source or 

proprietary softw
are. 

•
Licensee is N

O
T obligated to distribute the source code of 

derivative w
orks.

•
C

opyleftLicenses
•

A
ny Licensee m

odifications to the softw
are (derivative w

orks) 
m

ust be distributed
under the sam

e reciprocal license.
•

C
opyleftlicenses are substantially m

ore com
plex than 

perm
issive licenses.

Prim
ary O

SS L
icense C

ategories

•B
SD

•M
IT

•G
PL



O
penSSL

Introduction: 2011
D

iscovery: 2014

H
eartbleed

G
N

U
 C

 Library
Introduction: 2000
D

iscovery: 2015

G
host

Q
EM

U
Introduction: 2004
D

iscovery: 2015

Venom

B
ash

Introduction: 1989
D

iscovery: 2014

Shellshock

O
penSSL

Introduction: 1990's
D

iscovery: 2015

Freak

FREA
K
!

C
onsequences are C

ostly W
hen You C

an’t 
C

ontrol W
hat You C

an’t See



D
iscovering vulnerabilities is tim

e critical

O
PEN

SSL R
ELEA

SE D
A

TES A
N

D
 V

U
LN

ER
A

BILITIES:

H
E

A
R

T
B

L
E

E
D

!

C
O

N
T

IN
U

O
U

S M
O

N
ITO

R
IN

G
 O

F N
E

W
 

V
U

L
N

E
R

A
B

IL
IT

IE
S IN

 Y
O

U
R

 A
PPL

IC
AT

IO
N

S



$1
A
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C
osts to rem

ediate a vulnerability
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N
o policy.

N
o visibility.

R
eliance on 

SA
ST/D

A
ST/pen test.

U
nknow

n risk 
profile.  Potential loss 

of custom
ers.

A
d hoc / m

anual 
process. Spreadsheet 

tracking.

M
anual searches for 

headline 
vulnerabilities.

Spot checks for w
ell-

know
n O

SS licenses such 
as G

PL.

C
lear policy exists. 

Partial autom
ation 

using free or budget 
tools. 

Partial license com
pliance.

A
utom

ated but m
any 

false positives and false 
negatives.

Im
proving adherence to 

policy. A
utom

ated tools 
em

bedded into SD
LC

.

A
ccurate m

atch of vulnsto 
specific versions.  Sam

e-
day notification.

C
om

pliance dem
onstrated 

for key applications. 

C
onsistent policy. 

C
om

petitive advantage 
w

ithout risk.

Integrate w
ith 

infrastructure. R
em

ediate 
early.

C
om

plete com
pliance 

reported to board, 
investors, and custom

ers.
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Integrating
into

your
developm

entenvironm
ent
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A
utom

atically 
the O

pen Source 
In U

se

K
now

n Security, 
License and 

O
perational R

isk

Policy V
iolations 

and R
em

ediation 
Priorities

N
ew

 
V

ulnerabilities 
and Policy 
V

iolations

to Search and 
M

onitor O
pen 

Source



H
ub A

rchitecture
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H
ub Scan

1
File &

 D
irectory Signatures

2
O

pen Source is Identified
3

H
ub W

eb A
pplication

B
lack D

uck 
K

now
ledgeB

ase

O
n Prem

ises
B

lack D
uck D

ata C
enter



M
D

5 / SH
A

-1

H
ub A

rchitecture D
etails
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H
ub W

eb A
pplication

K
now

ledgeB
ase

R
egistration
U

pdates
D

ocs

W
eekly project updates

H
ourly vulnerability updates

H
TTPS / TLS

O
SS M

ETA
D

ATA

JAVA
, C

, C
++, C

#, JAVA
SC

R
IPT, R

U
B

Y, PY
TH

O
N

, SC
A

LA
, PH

P, 
O

B
J-C

, SW
IFT, G

O
, R

, PER
L

D
EB

IA
N

, FED
O

R
A

, R
H

EL, A
LPIN

E

Scan O
ptim

izations

Integrations



B
lack D

uck K
now
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ase

©
 B

lack D
uck Softw

are 2016 | C
O

N
FID

EN
TIA

L
11

K
B

 Team
31 D

edicated M
em

bers
3 Team

s

W
ebsites

1.5
M

illion Projects
(+5M

 R
eleases)

140,000
V

ulnerabilities
(Includes N

V
D

 &
 V

ulnD
B

)

8,500

300,000
O

penH
ub.com

U
sers

(per m
onth)



D
E

M
O

1.
Find m

ost vulnerable application
2.

Look at risks
1.

Security
2.

License
3.

O
perational risks

3.
Policy M

anagem
ent

4.
U

se the B
lack D

uck K
now

ledgebase proactively



Sum
m

ary
•

Inventory of O
SS com

ponents
•

R
isks associated w

ith the found com
ponents

•
Security risks

•
License risks

•
O

perational risks

•
K

eep up the speed of innovation w
ith policies

•
U

se the B
lack D

uck K
now

ledgebase proactively



W
hy?

•O
pen Source uses O

pen Source
•M

any Languages and Environm
ents

H
ow

?
•Evidence-based; m

ulti-factor 
•U

sability
•K

now
ledge B

ase Team
•R

oadm
ap

**W
e recom

m
end joint review

 of scan results during your PO
C

H
ub Scanning &

 Identification
N

o scanning solution 
is 100%

 accurate. 

The Black D
uck H

ub 
is designed to provide 

the best results 
possible.
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O
rganizations w

orldw
ide use B

lack D
uck Softw

are’s industry-leading products to autom
ate the processes of securing and m

anaging open source softw
are, elim

inating the pain 
related to security vulnerabilities, open source license com

pliance and operational risk. B
lack D

uck is headquartered in B
urlington, M

A
, and has offices in San Jose, C

A
, London, 

Frankfurt, H
ong K

ong, Tokyo, Seoul and B
eijing. For m

ore inform
ation, visit w

w
w

.blackducksoftw
are.com
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